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	Reason for change:
	The current specification of Protected MCData cannot have a fully compliant implementation. The main issues are:
· The main incoherency is that TS 33.180 clause 8.5.4.1 defines a new type of message (protected payload) which does not have any message type defined in TS 24.282. On the contrary, TS 24.282 uses two information elements (IE) “security parameters” and “security parameters and payload”; the format of these IE should be defined in TS 33.180, but it is not.
· There is no reason why TS 24.282 contains messages with separate “security parameters” IE and “payload” IE, and on the other hand messages with “security parameters and payload” IE.
· TS 33.180 clause 8.5.4.1 mentions the possibility that “MCData Protected Payload message is distributed as part of protected FD Signalling” but TS 24.282 clause 15.1.3 does not propose to include security parameters in a FD SIGNALLING message.
· The value of the “message type” for the MCData Protected Payload to be used for the Key Properties in TS 33.180 clause E.6.1 has not been defined.
The preferred correction is to follow TS 24.282 and to have TS 33.180 define the required Information Element.
The other possible correction would have been to have TS 33.180 define a new type of message, and to change TS 24.282 to remove the “protected” bit in the message type and modify all references to security parameters for existing messages.

	
	

	Summary of change:
	The “protected” bit in the message type is defined to be the indication that a MCData message is protected. It results in the following changes:
· In TS 24.282
· Replace the “security parameters and payload” IE from clauses 15.1.4 and 15.1.12 with an optional 22-bytes TV element “security parameters”, referring to TS 33.180, and explaining that this optional IE is present if and only if the “protected” bit is set, and defining the parameters to encrypt all payloads.
· Update clause 15.1.7 with the same statement on the “protected” bit.
· Update clause 15.1.3 to add the possibility that a FD SIGNALLING message is protected.
· In TS 33.180
· Modify Table 8.5.4.1-1 to describe the “security parameters” IE and add Table 8.5.4.1-2 to describe the “security parameters and payload” IE.
· Explain which part of the Payload IE and of the Metadata IE are protected when there is a “security parameters” IE in the MCData message.
Specify that the content of E.6.1 General Extension payload is a protected MCData message of type DATA PAYLOAD.

	
	

	Consequences if not approved:
	The implementation of MCData Protected Messages cannot meet the specified requirements and is therefore incompatible with vendors.
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************************ Start of change 1 *********************************
[bookmark: _Toc3886240]8.5.4	Payload protection
[bookmark: _Toc3886241]8.5.4.1	Format of protected payloads
All protected payloads shall have “security parameters” in the format defined in table 8.5.4.1-1 or table 8.5.4.1-2:
Table 8.5.4.1-1: MCData Protected Payload message contentSecurity Parameters IE
	8
	7
	6
	5
	4
	3
	2
	1
	

	Security Parameters IEI
	octet 1

	Algorithm (see 8.5.4.2)
	octet 2

	
	octet 3

	IV
	…

	
	octet 18

	
	octet 19

	DPPK-ID
	octet 20

	
	octet 21

	
	octet 22


Table 8.5.4.1-2: Security Parameters and Payload IE
	8
	7
	6
	5
	4
	3
	2
	1
	

	Security Parameters and Payload IEI
	octet 1

	Algorithm (see 8.5.4.2)
	octet 2

	
	octet 3

	IV
	…

	
	octet 18

	
	octet 19

	DPPK-ID
	octet 20

	
	octet 21

	
	octet 22

	Length of Payload contents
	octet 23

	
	octet 24

	
	octet 25

	Protected payload contents
	…

	
	octet n



In a Protected MCData message contains Payload IE, then it shall contain a “Security Parameters” IE and the “Payload contents” (cf TS 24.282 clause 15.2.13) of all Payload IE is encrypted and integrity protected using the Security Parameters.
In a Protected MCData message contains Metadata IE, then it shall contain a “Security Parameters” IE and the “Metadata Contents” (cf. TS 24.282 clause 15.1.17) is encrypted and integrity protected using the Security Parameters.
The “Protected payload contents” of a Security Parameters and Payload IE is the “Payload contents” encrypted and integrity protected using the security parameters.
Where ‘Payload' will be the encrypted and integrity-protected payload encoded in a binary format.
NOTE 1:	Date and Time is included as plaintext to allow the MCData server to order end-to-end protected messages and assess whether end-to-end protected messages may have expired.
[bookmark: _Hlk482071502]NOTE 2:	Payload ID and Payload sequence number allow protected payloads to be split over multiple SIP messages.
NOTE 3:	When file is distributed using HTTP, MCData Protected Payload message is distributed as part of protected FD Signalling Payload and the protected binary data representing the file is uploaded using HTTP.
************************ End of change 1 *********************************
************************ Start of change 2 *********************************
[bookmark: _Toc3886430]E.6.1	General
The parameters associated with the key shall be contained in the 'General extension payload' specified in IETF RFC 3830 [22] using the '3GPP key parameters ' Type value and contained within the signed envelope of the MIKEY-SAKKE I_MESSAGE specified in clause E.2. The format and cryptography of the payload are specified in this subclause.
The General Extensions Field Name '3GPP key parameters' type takes on the IANA assigned value of '7' [52].
The payload consist of a series of information elements. The standard format and encoding rules for the information elements follow that defined for the MCPTT Off-Network Protocol (MONP) as documented in Annex I of 3GPP TS 24.379 [10].
The four octets consisting of the header of the 'General extension payload' shall be formatted according to IETF RFC 3830 [22]. 
The contents of the 'General extension payload' shall be an MCData Protected DATA PAYLOAD type of message as defined in TS 24.282 clause 15.1.4 with a payload containing BINARY type of Payload content, Protected Payload message as defined in Clause 8.5.4 with the ‘Payload' element consisting of the 'Key Parameters' payload defined in this clause. The ‘Payload ID’ and the ‘Payload sequence number' of the Protected Payload shall be set to '0' by the sender and ignored by the receiver. The DPPK-ID of the Security Parameters of the Protected Data Payload shall be the same as the CSB-ID of the encapsulating MIKEY payload. The key encapsulated by the MIKEY payload (e.g. GMK, MuSiK, etc) shall be used to protect the Protected Payload (the Key Parameters payload).
The 'Key Parameters' payload is a type 6 information element composing a 1 byte Key Parameters IEI, a 2 byte length of the Key Parameters payload contents, and the Key Parameters payload content itself. The Key Parameters payload content shall be of the format specified in Table E.6.1-1.
Table E.6.1-1: Key Parameters Payload content
	Information Element
	Type/Reference
	Presence
	Format
	Length

	Key Type
	The type of key.
Clause E.6.11.
	M
	V
	1

	Status
	The current status of the key.
Clause E.6.9.
	M
	V
	4

	Activation Time
	Date and Time when the key may start to be used.
Clause E.6.4.
	M
	V
	5

	Expiry Time
	Date and Time when the key may no longer be used.
Clause E.6.10.
	M
	V
	5

	Text
	A human-readable name for the key
Clause E.6.5.
	M
	LV-E
	2-x

	MC Group Ids
	The MC Group IDs associated with the key (if any)
Clause E.6.3.
	C
	LV-E
	2-x

	Reserved
	Additional information associated with the key (if any)
Clause E.6.6.
	O
	TLV-E
	x



NOTE:	The 'MC group IDs' IE is only present in the Key Parameters payload if the key type is 'GMK', 'MKFC' or 'MuSiK'.
The IEs in the Key Parameters Payload are described in the following subclauses.
************************ End of change 2 *********************************




